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This webinar is part of our monthly webinar series to bring programming of interest to our
members.

The webinar is eligible for CPE. If you are interested in receiving CPE credit for this webinar, please
e-mail me (Marty Mickey) at mmickey@nl.edu now. During the webinar, there will be four check-in
guestions for you to answer. In order to receive CPE, you must answer three of these questions.

Copies of the slides for this presentation and a recording of the webinar will be available on the
CACUBO website in a couple of days.

We will send out a survey afterwards to solicit thoughts and topics for future webinars. If you would
be willing to present in a future webinar, please e-mail me at mmickey@nl.edu.

Save space on your calendars for the 2024 CACUBO Annual Conference which is September 29-
October 1 in Indianapolis. Great networking and CPE opportunities. Concurrent session proposals
are now being accepted at https://cacubo.memberclicks.net/am-concurrent-session-proposal-
topics.

Our next webinar will be February 29 on Diversity, Equity and Inclusion.
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Unique Aspects of Higher Ed




Current Threat Environment
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Current Landscape

World's Biggest Data Breaches & Hacks
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Data Exfiltration




Frequency




Growth in Higher Education

Avg. Weekly Cyber Attacks per Organinzation by Sector in 2022
showing all sectors suffer double-digit increase comapred to 2021

Education/Research 2314 [+43%)]
Government/Military
Healthcare S 1463 [+74%]
Communications [ 1320 [+27%]
ISP/MSP I 1372 [+28%]
Finance/Banking NI 1131 [+52%]
Utilities NI 1101 [+48%]
Insurance/legal I 957 [+47%]
Manufacturing  [INEREGEGEEEEE 950 [+36%]
Leisure/Hospitality I 943 [+60%]
SI/VAR/Distributor I 904 [+12%]
Retail/Wholesale HIISSSSS— w71 [+60%]
Transportation [N 750 p41%)
Software vendor NN 747 [+37%]
Consultant GGG 639 [+19%]
Hardware vendor NN 448 [+25%]
W




Ransomware Growth HE 2023




Why the Increase?

1etwork and
ipment for schools




How they Infiltrate

Malware Targeting Education Sector




Ransomware Payouts




Responding to Ransomware




Marty’s Story







PCI-DSS v4.0

PCI DSS v4.0

Driven by industry * 200+ companies
e 6,000+ items
feedback







PCI-DSS v4.0

Expand MFA . Updated password requirements « New e-commerce
and phishing requirements

‘\ Clear roles and responsibilities « Added gui'udance implement and

() o L ) :
maintain security « More transparency for t reviewers never sleep

Security
must evolve

Allowance of shared accounts « Targeted risk « Customized approach F:S;:)bo‘i‘ttsy
1 ) to 1r3pleme validate o ovation

Alignment between reporting and SAQ and info summarized in AOC Transparency

and
granularity




PCI-DSS v4.0
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PCI-DSS v4.0




Compliance vs. Security







What to Do?
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Practical Application




Passwords

Don’'t Reuse Passwords

“Passwords are like gum; Don't share.”

Don’t Use Templates

WelcomeSpring2023

QS Welcome[Last Mame]2023!

Utilize Password Manager

Beware!

Don’t Rely on Browser's
Manager
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Response Plan




Response Plan

Test Failures of Have Conversations Talk to Other
Test Your Backups Systems w Faculty/staff Schools
e How LOﬂg for Eull e SIS e \What If? Collaborate‘vvit.h Other Schools
Restore * Physical * What Scenarios can User Organizations
« Are the Backup Security/Cameras | they think of?
Immutable? « CRM ~ e« Current Threats
 How/Where Can e Pavroll
You Access v
Backups?.
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Tabletop Exercises







Burnout and Shortcuts




Artificial Intelligence
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Summary

Training

* Make cyber

awareness training
standard across all
users.

e Consistent

conversations
about risk.

2.

Risk

* Develop a Risk

Register.

* Prioritize risk

based on role and
criticality.

Access

* Enable MFA for all

accounts.

* Encourage use of

strong passwords.

* Unique Passwords

* Prioritize patch

* Maintain accurate

Patch Plan

* Plan for the
compromise.

management as a

standard practice.

* Practice the plan

regularly

inventory of all * Involve all levels

systems.




“10 Immutable Laws of Security”
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